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As the sophistication of cyber-attacks increases, understanding how to defend
critical infrastructure systems?energy production, water, gas, and other vital
systems?becomes more important, and heavily mandated. Industrial Network
Security, Second Edition arms you with the knowledge you need to understand
the vulnerabilities of these distributed supervisory and control systems.

The book examines the unique protocols and applications that are the foundation
of industrial control systems, and provides clear guidelines for their protection.
This how-to guide gives you thorough understanding of the unique challenges
facing critical infrastructures, new guidelines and security measures for critical
infrastructure protection, knowledge of new and evolving security tools, and
pointers on SCADA protocols and security implementation.

o All-new real-world examples of attacks against control systems, and more
diagrams of systems

o Expanded coverage of protocols such as 61850, Ethernet/IP, CIP, | SA-99,
and the evolution to IEC62443

o Expanded coverage of Smart Grid security

o New coverage of signature-based detection, exploit-based vs.
vulnerability-based detection, and signature reverse engineering
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As the sophistication of cyber-attacks increases, understanding how to defend critical infrastructure
systems?energy production, water, gas, and other vital systems?becomes more important, and heavily
mandated. Industrial Network Security, Second Edition arms you with the knowledge you need to understand
the vulnerabilities of these distributed supervisory and control systems.

The book examines the unique protocols and applications that are the foundation of industrial control
systems, and provides clear guidelines for their protection. This how-to guide gives you thorough
understanding of the unigue challenges facing critical infrastructures, new guidelines and security measures
for critical infrastructure protection, knowledge of new and evolving security tools, and pointers on SCADA
protocols and security implementation.

All-new real-world examples of attacks against control systems, and more diagrams of systems
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Editorial Review
Review

"...worth recommendation for people who are interested in modern industry control systems security.
Additionally, it will be advantageous for university researchers and graduate students in the network security
field, aswell asto the industry specidistsin the areaof ICS." --|EEE Communications M agazine

"The second edition of thiswork seems to be much-needed. Vulnerabilitiesin industrial control systems
show no signs of abating..." --Network Security

About the Author

Eric D. Knapp isaglobally recognized expert in industrial control systems cyber security, and continues to
drive the adoption of new security technology in order to promote safer and more reliable automation
infrastructures. He firsst specialized in industria control cyber security while at Nitrosecurity, where he
focused on the collection and correlation of SCADA and ICS data for the detection of advanced threats
against these environments. He was later responsible for the development and implementation of end-to-end
ICS cyber security solutions for McAfeeg, Inc. in hisrole as Global Director for Critical Infrastructure
Markets. Heis currently the Director of Strategic Alliances for Wurldtech Security Technologies, where he
continues to promote the advancement of embedded security technology in order to better protect SCADA,
ICS and other connected, real -time devices.

Heis along-time advocate of improved industrial control system cyber security and participates in many
Critical Infrastructure industry groups, where he brings a wealth of technology expertise. He has over 20
years of experience in Infromation Technology, specializing in industrial automation technologies,
infrastructure security, and applied Ethernet protocols as well as the design and implementation of Intrusion
Prevention Systems and Security Information and Event Management systems in both enterprise and
industrial networks. In addition to his work in information security, he is an award-winning author of cition.
He studied at the University of New Hampshire and the University of London.

He can be found on Twitter @ericdknapp

Joel Langill brings a unique perspective to operational security with over three decades field experience
exclusively in industrial automation and control. He has deployed | CS solutions covering most major
industry sectorsin more than 35 countries encompassing all generations of automated control from
pneumatic to cloud-based services. He has been directly involved in automation solutions spanning
feasibility, budgeting, front-end engineering design, detailed design, system integration, commissioning,
support and legacy system migration.

Joel is currently an independent consultant providing arange of servicesto ICS end-users, system
integrators, and governmental agencies worldwide. He works closely with suppliersin both consulting and
R& D roles, and has devel oped a specialized training curriculum focused on applied operational security. Joel
founded and maintains the popular I1CS security website SCADAhacker.com which offers visitors extensive
resources in understanding, evaluating, and securing control systems. He developed a specialized training
curriculum that focuses on applied cyber security and defenses for industrial systems. His website and social
networks extends to readers in more than 100 countries globally.



Joel devotes time to independent research relating to control system security, and regularly blogs on the
evaluation and security of control systems. His unique experience and proven capabilities have fostered
business relationships with severa large industry firms. Joel serves on the Board of Advisors for Scada
Fence Ltd., works with venture capital companies in evaluating industrial security start-up firms, and is an
ICS research focal point to CERT organizations around the world. He has contributed to multiple books on
security, and was the technical editor for “Applied Cyber Security and the Smart Grid”.

Joel is avoting member of the ISA99 committee on industrial security for control systems, and was a lead
contributor to the ISA99 technical report on the Stuxnet malware. He has published numerous reports on
ICS-related campaigns including Heartbleed, Dragonfly, and Black Energy. His certifications include:
Certified Ethical Hacker (CEH), Certified Penetration Tester (CPT), Certified SCADA Security Architect
(CSSA), and TUV Functional Safety Engineer (FSEng). Joel has obtained extensive training through the
U.S. Dept. of Homeland Security FEMA Emergency Management Institute, having completed 1CS-400 on
incident command and crisis management. He is a graduate of the University of 11linois-Champaign with a
BS (Bronze Tablet) in Electrical Engineering.

He can be found on Twitter @SCADAhacker

Users Review
From reader reviews:
Lee Durfee

Inside other case, little folks like to read book Industrial Network Security, Second Edition: Securing Critical
Infrastructure Networks for Smart Grid, SCADA, and Other Industrial Control Systems. Y ou can choose the
best book if you like reading a book. Aslong as we know about how is important some sort of book
Industrial Network Security, Second Edition: Securing Critical Infrastructure Networks for Smart Grid,
SCADA, and Other Industrial Control Systems. Y ou can add know-how and of course you can around the
world by the book. Absolutely right, mainly because from book you can realize everything! From your
country right up until foreign or abroad you may be known. About simple thing until wonderful thing you
could know that. In this era, we could open abook as well as searching by internet unit. It is called e-book.
You can use it when you fed fed up to go to the library. Let's learn.

Rebecca Kendrick:

Book will be written, printed, or outlined for everything. Y ou can learn everything you want by a
publication. Book has a different type. Asyou may know that book isimportant factor to bring us around the
world. Adjacent to that you can your reading skill was fluently. A e-book Industrial Network Security,
Second Edition: Securing Critical Infrastructure Networks for Smart Grid, SCADA, and Other Industrial
Control Systemswill make you to end up being smarter. Y ou can feel alot more confidence if you can know
about every little thing. But some of you think this open or reading any book make you bored. It is not
necessarily make you fun. Why they might be thought like that? Have you seeking best book or ideal book
with you?

Susan Demar:

Now aday individuals who Living in the erawhere everything reachable by match the internet and the



resources inside can be true or not call for people to be aware of each datathey get. How people have to be
smart in having any information nowadays? Of course the reply is reading abook. Looking at a book can
help individuals out of this uncertainty Information particularly this Industrial Network Security, Second
Edition: Securing Critical Infrastructure Networks for Smart Grid, SCADA, and Other Industrial Control
Systems book since this book offers you rich details and knowledge. Of course the info in this book hundred
% guarantees there is no doubt in it as you know.

Concepcion Bass:

People livein this new moment of lifestyle always attempt to and must have the extratime or they will get
wide range of stress from both way of life and work. So , whenever we ask do people have free time, we will
say absolutely without a doubt. People is human not really arobot. Then we question again, what kind of
activity are you experiencing when the spare time coming to a person of course your answer will probably
unlimited right. Then do you ever try this one, reading guides. It can be your alternative in spending your
spare time, the particular book you have read is usually Industrial Network Security, Second Edition:
Securing Critical Infrastructure Networks for Smart Grid, SCADA, and Other Industrial Control Systems.
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