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Bridging the gap between information security and strategic planning

This publication is a reflection of the author's firsthand experience as an
information security consultant, working for an array of clients in the private and
public sectors. Readers discover how to work with their organizations to develop
and implement a successful information security plan by improving management
practices and by establishing information security as an integral part of overall
strategic planning.

The book starts with an overview of basic concepts in strategic planning,
information technology strategy, and information security strategy. A practical
guide to defining an information security strategy is then provided, covering the
"nuts and bolts" of defining long-term information security goals that effectively
protect information resources. Separate chapters covering technology strategy
and management strategy clearly demonstrate that both are essential,
complementary elements in protecting information.

Following this practical introduction to strategy development, subsequent
chapters cover the theoretical foundation of an information security strategy,
including:
* Examination of key enterprise planning models that correspond to different
uses of information and different strategies for securing information
* Review of information economics, an essential link between information
security strategy and business strategy
* Role of risk in building an information security strategy

Two separate case studies are developed, helping readers understand how the
development and implementation of information security strategies can work
within their own organizations.

This is essential reading for information security managers, information
technology executives, and consultants. By linking information security to
general management strategy, the publication is also recommended for
nontechnical executives who need to protect the value and security of their
organization's information.
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Bridging the gap between information security and strategic planning

This publication is a reflection of the author's firsthand experience as an information security consultant,
working for an array of clients in the private and public sectors. Readers discover how to work with their
organizations to develop and implement a successful information security plan by improving management
practices and by establishing information security as an integral part of overall strategic planning.

The book starts with an overview of basic concepts in strategic planning, information technology strategy,
and information security strategy. A practical guide to defining an information security strategy is then
provided, covering the "nuts and bolts" of defining long-term information security goals that effectively
protect information resources. Separate chapters covering technology strategy and management strategy
clearly demonstrate that both are essential, complementary elements in protecting information.

Following this practical introduction to strategy development, subsequent chapters cover the theoretical
foundation of an information security strategy, including:
* Examination of key enterprise planning models that correspond to different uses of information and
different strategies for securing information
* Review of information economics, an essential link between information security strategy and business
strategy
* Role of risk in building an information security strategy

Two separate case studies are developed, helping readers understand how the development and
implementation of information security strategies can work within their own organizations.

This is essential reading for information security managers, information technology executives, and
consultants. By linking information security to general management strategy, the publication is also
recommended for nontechnical executives who need to protect the value and security of their organization's
information.
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Editorial Review

Review
"Executives will quickly learn to see how information security can be addressed...IT security professionals
will benefit...from an understanding of how to present information security to nontechnical experts."
(Computing Reviews.com, August 15, 2006)

"Useful for information security managers, IT executives, and consultants, the book can also help
nontechnical executives who need to protect the value and security of their organization's information."
(IEEE Computer Magazine, May 2006)

From the Back Cover
Bridging the gap between information security and strategic planning

This publication is a reflection of the author's firsthand experience as an information security consultant,
working for an array of clients in the private and public sectors. Readers discover how to work with their
organizations to develop and implement a successful information security plan by improving management
practices and by establishing information security as an integral part of overall strategic planning.

The book starts with an overview of basic concepts in strategic planning, information technology strategy,
and information security strategy. A practical guide to defining an information security strategy is then
provided, covering the "nuts and bolts" of defining long-term information security goals that effectively
protect information resources. Separate chapters covering technology strategy and management strategy
clearly demonstrate that both are essential, complementary elements in protecting information.

Following this practical introduction to strategy development, subsequent chapters cover the theoretical
foundation of an information security strategy, including:

Examination of key enterprise planning models that correspond to different uses of information and
different strategies for securing information
Review of information economics, an essential link between information security strategy and
business strategy
Role of risk in building an information security strategy

Two separate case studies are developed, helping readers understand how the development and
implementation of information security strategies can work within their own organizations.

This is essential reading for information security managers, information technology executives, and
consultants. By linking information security to general management strategy, the publication is also
recommended for nontechnical executives who need to protect the value and security of their organization's
information.

About the Author
VINCENT LeVEQUE is a Senior Security Engineer for a large systems integrator and technology
consulting firm, and previously worked for a large public accounting firm in their informationrisk
management practice. He has more than fifteen years' experience in information technology,with an
emphasis on information security solutions. His client base has included public utilities, local government,
financial institutions, health care, telecommunications, retail, and manufacturers.



Users Review

From reader reviews:

David Crockett:

In this 21st millennium, people become competitive in every single way. By being competitive right now,
people have do something to make these people survives, being in the middle of often the crowded place and
notice through surrounding. One thing that oftentimes many people have underestimated it for a while is
reading. Yep, by reading a e-book your ability to survive improve then having chance to stay than other is
high. For you who want to start reading a new book, we give you this specific Information Security: A
Strategic Approach book as beginner and daily reading book. Why, because this book is usually more than
just a book.

Nicholas Hess:

Your reading sixth sense will not betray you, why because this Information Security: A Strategic Approach
guide written by well-known writer who really knows well how to make book which might be understand by
anyone who also read the book. Written inside good manner for you, leaking every ideas and publishing skill
only for eliminate your own hunger then you still skepticism Information Security: A Strategic Approach as
good book not only by the cover but also through the content. This is one e-book that can break don't
evaluate book by its deal with, so do you still needing another sixth sense to pick this particular!? Oh come
on your reading sixth sense already said so why you have to listening to another sixth sense.

Linda Cunningham:

This Information Security: A Strategic Approach is great book for you because the content that is full of
information for you who always deal with world and have to make decision every minute. This book reveal it
information accurately using great organize word or we can claim no rambling sentences inside. So if you
are read that hurriedly you can have whole facts in it. Doesn't mean it only provides straight forward
sentences but hard core information with attractive delivering sentences. Having Information Security: A
Strategic Approach in your hand like keeping the world in your arm, data in it is not ridiculous just one. We
can say that no publication that offer you world throughout ten or fifteen small right but this publication
already do that. So , this really is good reading book. Hey there Mr. and Mrs. occupied do you still doubt
which?

Phillip Elliott:

Beside this Information Security: A Strategic Approach in your phone, it could give you a way to get nearer
to the new knowledge or data. The information and the knowledge you may got here is fresh from the oven
so don't become worry if you feel like an outdated people live in narrow village. It is good thing to have
Information Security: A Strategic Approach because this book offers for you readable information. Do you
often have book but you would not get what it's facts concerning. Oh come on, that wil happen if you have
this in your hand. The Enjoyable agreement here cannot be questionable, just like treasuring beautiful island.
Use you still want to miss the idea? Find this book as well as read it from right now!
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