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Cyberspace is the nervous system of today's advanced economies, linking critical
infrastructures across public and private institutions. The authors of this book
comprehensively explore the many issues surrounding this unique system,
including private sector cyber security investment decisions and implementation
strategies, public policy efforts to ensure overall security, and government's role
in the process. The authors draw primarily on case-based information and
focused survey data to describe and critique the economic strategies and broad
technical approaches that private sector organizations adopt to secure their
information technology infrastructure. Based on an analysis of these strategies,
they propose several public policy responses that go beyond those that have come
from recent policy reports. These responses include the construction of a national
database of reliable and cost-effective information suitable for benchmarking,
and public research and development support for innovations and infrastructures.
The authors discuss the goal of such efforts: to shift private investments toward
more socially-optimal proactive levels and to develop standards and protocols to
ensure a more effective use of cyber security technologies. The first systematic
analysis of the economics of cyber security, this insightful book will be of great
interest to private and public sector managers and strategists involved in cyber
security, as well as academics and researchers in the fields of economics,
management, information systems, systems engineering, political science, and
public policy.
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Cyberspace is the nervous system of today's advanced economies, linking critical infrastructures across
public and private institutions. The authors of this book comprehensively explore the many issues
surrounding this unique system, including private sector cyber security investment decisions and
implementation strategies, public policy efforts to ensure overall security, and government's role in the
process. The authors draw primarily on case-based information and focused survey data to describe and
critique the economic strategies and broad technical approaches that private sector organizations adopt to
secure their information technology infrastructure. Based on an analysis of these strategies, they propose
several public policy responses that go beyond those that have come from recent policy reports. These
responses include the construction of a national database of reliable and cost-effective information suitable
for benchmarking, and public research and development support for innovations and infrastructures. The
authors discuss the goal of such efforts: to shift private investments toward more socially-optimal proactive
levels and to develop standards and protocols to ensure a more effective use of cyber security technologies.
The first systematic analysis of the economics of cyber security, this insightful book will be of great interest
to private and public sector managers and strategists involved in cyber security, as well as academics and
researchers in the fields of economics, management, information systems, systems engineering, political
science, and public policy.
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Editorial Review

Review
`Overall, this book fills a gap in the literature by providing a systematic and thorough analysis of the impacts
of cyber threats on the corporate world. Its policy recommendations are sound and well supported by the
research. . . The book also managed to weave together computer science, public policy, and economics in
such a way that the arguments from each discipline are enhanced by the others. This book would be an
excellent text for courses focused on computer technology, business security, cyber security, or those that
examine the economic costs associated with high technology. . . Outside of academia, the book would
provide valuable insights about the threats, tools to counter them, government regulations, and varying
approaches to cyber security to corporate leaders and information technology decision-makers. Finally,
members of government who are working in relevant fields would benefit greatly from the information
provided and the policy recommendations made by the authors.' -- Alethia H. Cook, Journal of Homeland
Security and Emergency Management

About the Author
Michael P. Gallaher, Director, Environmental, Technology, and Energy Economics Program, RTI
International, Albert N. Link,Virginia Batte Phillips Distinguished Professor, University of North Carolina at
Greensboro and Brent R. Rowe, Research Economist, Environmental, Technology, and Energy Economics
Program, RTI International, US

Users Review

From reader reviews:

Tammy Pursell:

Book is to be different per grade. Book for children until eventually adult are different content. We all know
that that book is very important for people. The book Cyber Security: Economic Strategies and Public Policy
Alternatives was making you to know about other know-how and of course you can take more information.
It doesn't matter what advantages for you. The publication Cyber Security: Economic Strategies and Public
Policy Alternatives is not only giving you more new information but also to be your friend when you really
feel bored. You can spend your personal spend time to read your guide. Try to make relationship using the
book Cyber Security: Economic Strategies and Public Policy Alternatives. You never truly feel lose out for
everything should you read some books.

Tim Walton:

In this 21st hundred years, people become competitive in each and every way. By being competitive today,
people have do something to make these individuals survives, being in the middle of often the crowded place
and notice through surrounding. One thing that occasionally many people have underestimated that for a
while is reading. That's why, by reading a publication your ability to survive increase then having chance to
stand up than other is high. For you who want to start reading a book, we give you this kind of Cyber
Security: Economic Strategies and Public Policy Alternatives book as beginner and daily reading e-book.
Why, because this book is more than just a book.



David Blackwood:

Reading a e-book tends to be new life style with this era globalization. With examining you can get a lot of
information that will give you benefit in your life. Having book everyone in this world may share their idea.
Ebooks can also inspire a lot of people. A lot of author can inspire their own reader with their story or maybe
their experience. Not only the story that share in the textbooks. But also they write about the data about
something that you need instance. How to get the good score toefl, or how to teach your young ones, there
are many kinds of book that exist now. The authors on this planet always try to improve their talent in
writing, they also doing some investigation before they write with their book. One of them is this Cyber
Security: Economic Strategies and Public Policy Alternatives.

Barbra Walker:

Spent a free time to be fun activity to perform! A lot of people spent their free time with their family, or their
own friends. Usually they accomplishing activity like watching television, likely to beach, or picnic inside
the park. They actually doing same task every week. Do you feel it? Do you wish to something different to
fill your current free time/ holiday? Could be reading a book might be option to fill your free of charge time/
holiday. The first thing that you ask may be what kinds of book that you should read. If you want to consider
look for book, may be the book untitled Cyber Security: Economic Strategies and Public Policy Alternatives
can be excellent book to read. May be it is usually best activity to you.
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